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Abstract. The relevance of the study is conditioned by the growing risks of falsification of digital documents,
forgery of electronic signatures, metadata manipulation, and distribution of synthetic content that replaces the
content of authentic sources. The purpose of the study was to determine the theoretical foundations for the
establishment of a comprehensive system for the protection of electronic documents, combining regulatory,
technical, and information and analytical verification mechanisms, in the context of increasing risks of potentially
destabilising impacts of artificial intelligence systems. The paper considered the regulatory framework, approaches,
and mechanisms for ensuring the authenticity of electronic documents in the context of rapid development of
content generated using artificial intelligence systems. The current Ukrainian legislation governing electronic
trust services and document management was analysed, including the international standards of elDAS, ETSI,
ISO/IEC, and C2PA, which regulate issues relating to the authentication, integrity, and origin of electronic data.
The features of advanced authentication technologies, in particular, qualified electronic signature, electronic
seal, blockchain, digital watermarks, cryptographic hashes, and mechanisms for fixing the origin of content, were
clarified. The specifics of the influence of generative content on the creation of fake documents, synthetic media,
and disinformation campaigns were determined. The paper described the features of information analytics as an
effective tool for identifying, evaluating, and minimising risks that are directly related to the use of generative
content in electronic documents. It was proved that information and analytical methods allow for multi-level
audit of data origin, metadata analysis, identification of signs of automated generation, and forecasting of threats
to digital trust systems. It was proposed to consider information analytics as an integrative component of the
contemporary electronic document authentication architecture, combining legal, technical, and organisational

Suggested Citation:

Vasylynyna, O., Mizina, O., & Blokha, Ya. (2026). Regulatory and legal frameworks and standardisation of mechanisms for
ensuring the authenticity of electronic documents in the age of generative content. Society. Document. Communication,
11(2), 47-57. doi: 10.69587/sdc/2.2026.47.

Copyright © The Author(s). This is an open access article distributed under the terms of the
334

Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)
*Corresponding author (o.vasylynyna@gmail.com)


https://orcid.org/0000-0003-0402-4627
https://orcid.org/0000-0002-1988-6353
https://orcid.org/0000-0002-0799-1789
http://o.vasylynyna@gmail.com
https://sdc-journal.com.ua/en

o

Regulatory and legal frameworks and standardisation of mechanisms...

mechanisms for ensuring information protection in the context of digital changes. The practical significance of the
study lies in the possibility of using the results to implement a comprehensive approach to data authentication
in electronic document management systems. In addition, the proposed approaches to analysing the origin of
content, metadata, and features of generative processing allow creating systems for monitoring and auditing
electronic documents to detect falsifications, synthetic materials, and manipulative content

Keywords: information protection; qualified electronic signature; metadata; artificial intelligence systems;

standardisation; information analytics

# Introduction

Intensive integration of artificial intelligence technolo-
gies in all spheres of public activity determines the need
not only for technical control over their work, but also
for a high-quality information and analytical assessment
of the processes of creating, using, and distributing gen-
erative content in electronic documents. In this context,
information analytics becomes a key tool for the de-
velopment of a comprehensive data audit: it provides
collection, verification, classification, and interpretation
of information about data sources, algorithmic features
of generated materials, their compliance with regulatory
requirements, and potential risks. In the absence of reli-
able confirmation of sources, there is a risk that artificial
intelligence systems will use biased, false, or copyrighted
data without the appropriate consent of the copyright
holders, which undermines the integrity and reliability
of such systems. As indicated by S. Longpre et al. (2024),
current practices include extensive use of sources and
grouping of data without tracking or verifying their orig-
inal sources, author’s intentions, copyright and licensing
status, or basic composition and properties.

M.R. Shoaib et al. (2023) pointed out in their paper
that advanced artificial intelligence significantly increas-
es the realism of artificially created and forged materials.
This leads to a rapid increase in the volume of disinfor-
mation, cyber harassment, falsification of digital docu-
ments, and large-scale manipulation of public conscious-
ness. Among innovative yet risky technologies, special
attention is drawn to generative models, sophisticated
machine learning algorithms, and large data processing
models that can produce content that is difficult to distin-
guish from authentic sources. In these circumstances, in-
formation analytics becomes critical, because it provides
a comprehensive approach to identifying, assessing and
minimising the risks associated with the use of Al. Analyt-
ical methods allow performing multi-level verification of
data reliability, identifying signs of automated generation
and manipulative influences, modelling potential threats,
and systematically analysing information flows in which
fake or modified content is distributed.

The review of contemporary academic research,
both in Ukraine and in the international sphere, shows
the gradually increasing attention to the issues of au-
thentication of electronic documents, in particular under
the influence of artificial intelligence, and the associated
risks to authenticity, trust, and information security. The

paper by I. Khomych et al. (2025) focused on identify-
ing the features of automated digital content creation to
provide a comprehensive assessment of the authenticity
of electronic documents during the rapid spread of Al
technologies. The researchers emphasise that conven-
tional approaches to recording digital signatures and
metadata are not sufficient to counteract the risks of
falsification and manipulation of digital data generated
by artificial intelligence models. J. Sharma et al. (2026)
examined new technical approaches for verifying the
origin and authenticity of content, in particular, block-
chain-based methods and vector similarity for sepa-
rating Al-generated images from human works, which
opens up prospects for digital authentication of multi-
media documents. The paper by O. Ege et al. (2025) was
devoted to the investigation of user aspects and the ex-
perience of using electronic signatures, which affects the
perception of security and the availability of authentica-
tion on the part of end users. The paper highlighted the
relationship between security, convenience, and trust in
electronic authentication mechanisms.

Contemporary research focuses not only on the
technical aspects of electronic data protection, but also
on the issues of legal regulation of mechanisms for de-
tecting generative content considering the analysis of
metadata, the history of document creation and distri-
bution. The developments of S.V. Hubariev & O.O. Lovi-
ak (2022) and A.L. Sviatoshniuk (2023) systematised the
legal aspects of the use of electronic signatures, elec-
tronic documents, and trust services, identified gaps in
current legislation, and interpreted regulatory require-
ments for the protection of digital authenticity. In these
papers, the researchers emphasised the imperfection of
legal regulation and the need to adapt Ukrainian norms
to international standards in the field of electronic iden-
tification and digital trust. Despite this, the issue of inte-
grating information and analytical approaches into the
system of legal regulation of the authenticity of elec-
tronic documents, and evaluating their effectiveness in
countering falsification and manipulation of digital data,
remains rather neglected.

The purpose of the study was to investigate the state
of regulatory regulation and standardisation of elec-
tronic document authentication mechanisms in Ukraine,
compare it with international approaches and determine
the areas of development in the context of generative
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content distribution, and to substantiate the role of
information analytics as a key tool for evaluating the ef-
fectiveness of these mechanisms. To achieve this goal,
the following tasks were defined: to carry out a compar-
ative analysis and to identify the main gaps in the cur-
rent regulatory framework of Ukraine and international
standards for the authentication of electronic documents
in the context of the spread of generative technologies;
to characterise emerging technologies for ensuring the
authenticity of electronic documents; to determine the
role and potential of information and analytical tools
for detecting fake materials and predicting the risks of
their distribution in the digital environment. The scien-
tific originality of the study consists in a comprehensive
overview of the characteristics of the current system of
regulatory, legal, and technical safeguards for the au-
thenticity of electronic documents, and in the identifi-
cation of approaches to analysing the origin of content,
metadata, and indicators of generative processing.

# Materials and Methods

The study used an interdisciplinary approach that com-
bines methods of comparative analysis of laws and reg-
ulations, system analysis, content analysis of sources,
and scientific generalisation. This methodological com-
bination was conditioned by the complex nature of the
problem of ensuring the authenticity of data of electronic
documents during the period of increasing risks of expo-
sure to the content of artificial intelligence systems, which
requires simultaneous consideration of legal, technical,
and information and analytical dimensions. Comparative
analysis of laws and regulations was used to compare the
national model of electronic authentication regulation in
Ukraine with European approaches. The objects of com-
parison were Ukraine and the European Union as legal
systems with varying degrees of integration of digital trust
mechanisms and Al regulation. Within the Ukrainian legal
framework, the provisions of Law of Ukraine No. 2155-
VIII (2017) have been analysed, specifically Article 1 (defi-
nition of authentication), Article 18 (legal consequences
of the use of a qualified electronic signature), and Arti-
cle 23 (requirements for trust services). Article 5-7 of the
Law of Ukraine No. 851-1V (2003), which provide a legisla-
tive justification for the legal force of an electronic docu-
ment and the conditions for its use as evidence. At EU lev-
el, articles 25 and 26 of Regulation (EU) No. 910/2014 of
the European Parliament and of the Council (2014) have
been analysed; these articles set out the principles of the
legal equivalence of electronic signatures. The compari-
son revealed regulatory gaps in regulating the origin and
authenticity of Al-generated materials.

The system analysis method was used to structure
the digital trust architecture as an integrated model that
includes legal mechanisms, technical standards, and
information and analytical audit and monitoring tools.
This approach defined functional relationships between
the components of the authentication system and their

o

role in ensuring the integrity, irrefutability of authorship
and verification of electronic data. Content analysis was
used to clarify the content of publications, internation-
al standards, and analytical reports that have become
the scientific basis for writing a paper. The studies by
C.L. Pedersen & T. Ritter (2024), S. Longpre et al. (2024)
and I. Khomych et al. (2025) were analysed. The analysis
has enabled the systematisation of current approaches
to the verification of digital content and the identifica-
tion of general risks directly associated with the auto-
mated generation of information.

The technical specifications of the Coalition for
Content Provenance and Authenticity were consid-
ered (2024), which offered a model for cryptographic re-
cording of the origin of digital content, and the ISO/IEC
42001:2023 (2023) standard, which defines the features
of risk management, responsibility and transparency of
the use of Al systems. The analytical basis of the study
was supplemented by data from the European Union
Agency for Cybersecurity (2023), which records trends
in the growth of cyber threats associated with the use
of generative technologies. Materials from the Council
of Europe (n.d.a; n.d.b) were used as sources of official
normative texts. The method of scientific generalisation
substantiated approaches to improving the procedures
for confirming the origin, integrity, and reliability of elec-
tronic documents, considering current risks and threats
to information security caused by the use of an artificial
intelligence system.

# Results and Discussion

Methodology for detecting generative content
in electronic documents
In the context of global digital transformation, there
is a change in the principles of perception of reality
due to the fusion of physical and virtual environments.
Humanity has entered a new phase of digitalisation,
where the line between the artificial (created with the
help of digital technologies) and the authentic (con-
nected with material reality) becomes less noticeable.
C.L. Pedersen & T. Ritter (2024) stated that the created
pseudo-authenticity is not based on the actual reliabil-
ity of information, but on its perceptual reality, which
is built on the visible connection between the digital
entity and the individual, place, and time. This state of
affairs forms a new information paradigm, within which
truth takes on a relative character, and trust in digital
content depends mainly on technical and visual fea-
tures, and not on its objective compliance with reality.
The researchers confirmed that contemporary Al-based
systems achieve a high level of digital authenticity, that
is, synthetic pseudo-reality is perceived as real and
true. This creates new authentication requirements for
artefacts, interactions, and data sets associated with or
authorised by a person or organisation.

Artificial intelligence systems generate three dif-
ferent forms of results: artefacts (text, images, audio,
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and video), interactions, and data sets that cannot be
distinguished from “intelligent” information created by
humans. In addition, advanced digital technologies can
interact with users in such a way that the latter perceive
these interactions as communication with real peo-
ple. This phenomenon is a separate dimension of dig-
ital authenticity, which is characterised as "interactions
generated by artificial intelligence”, that is, social and
communicative processes of reproducing signs of hu-
man behaviour using algorithmic and generative tech-
nologies. According to C.L. Pedersen & T. Ritter (2024),
another component of generative Al is the development
of a set of synthetic data that has the same properties as
real-world data, but is autonomous, which is united by
one characteristic — “to appear real and true”, based on
the inability to distinguish between human and machine
origin. To form a full-fledged system for determining
the origin of data in digital environments, researchers
use a number of specialised approaches aimed at en-
suring the attributability and traceability of information.
These approaches include authentication methods for
content and related metadata that are recorded during
the creation and dissemination of information; consent
and refusal registration mechanisms that allow authors
to determine the terms of use of their materials; stand-
ardised formats for documenting the origin of data sets;
and specialised libraries and registries that aggregate
information about data sources and characteristics. The
use of these tools helps to give unstructured data at-
tributes, verify their authenticity, and provide navigation
in formats suitable for machine interpretation. As noted
by S. Longpre et al. (2024), none of these approaches
alone provides a comprehensive solution to the problem
of data origin in artificial intelligence systems, since they
mainly focus on verifying the source or reliability of in-
formation and do not fully cover such critical aspects as
copyright, licensing conditions, confidentiality, and legal
regime of data use.

According to A. Farooq & C. de Vreese (2025), in the
context of disinformation generated by Al systems, con-
tent authenticity is a central category for determining its
credibility. According to scientific research by the Co-
alition for Content Provenance and Authenticity (2024),
authenticity is a property of digital content that con-
tains a set of origin and connection data that can be
cryptographically verified for forgery. Generative neural
networks built on a transformable architecture can cre-
ate text, visual, and even structured documents similar
to the originals. The use of such models for editing or
full generation of official documents creates the risk of
synthetic falsification, namely, forgery of content while
maintaining external signs of authenticity. As a result,
there is a threat to electronic document management
systems (EDM). As noted in the European Union Agency
for Cybersecurity (2023), attackers are increasingly using
generative models to create documents that mimic cor-
porate contracts, tax returns, or certificates.

Regulatory and legal frameworks and standardisation of mechanisms...

European Parliament (2023) prohibits the placement,
commissioning, and use of artificial intelligence systems
that use subconscious influences aimed at circumvent-
ing a person’s conscious control, and purposefully ma-
nipulative or deceptive methods, if their use is intended
or leads to a significant distortion of the behaviour of an
individual or group of persons due to a significant viola-
tion of their ability to make informed decisions, resulting
in actions that would not have been taken in the absence
of the influence of the relevant Al systems, which would
have caused them significant harm. To counteract such
risks, it is necessary to introduce mechanisms for verify-
ing content by origin that record the history of edits and
the source of document creation, for example, using Co-
alition for Content Provenance and Authenticity (2024)
standards or integration with blockchain registries. For
example, a digital watermark involves embedding a hid-
den and unique template or code in content during its
creation, which can later be used to verify its authentici-
ty. Blockchain technology offers another layer of securi-
ty by providing a decentralised and immutable register
of content creation and distribution, making it easy to
track unauthorised changes. M.R. Shoaib et al. (2023)
described an approach that uses biometric authentica-
tion, which uses unique biological characteristics such
as facial recognition patterns, voice prints, or even print
rhythms, to verify identity in digital media. However,
these methods must balance the need for security with
concerns about privacy and the possibility of abuse. Such
challenges create the need to create a new digital trust
architecture that combines legal, technical, and ethical
mechanisms. This is not only about checking electronic
signatures, but also about establishing the authentic-
ity of the entire chain of content creation, processing,
and publication. Such systems should be based on the
principles of transparency, reproducibility, and con-
firmed origin of data. Despite the fact that convention-
al mechanisms for protecting electronic documents, in
particular, qualified electronic signatures, cryptographic
algorithms, certificates of trusted suppliers, remain the
foundation of digital security, their effectiveness is grad-
ually decreasing in the face of new threats generated by
generative Al systems. Technologies that can create and
modify information are becoming more powerful, which
significantly complicates the verification of the authen-
ticity of digital materials.

The introduction of more progressive and secure
electronic signatures, such as biometric or multi-lev-
el signatures that provide maximum security and legal
force of documents, will increase the level of protection
against unauthorised access, prevent falsification of doc-
uments, and improve the legal weight of electronic doc-
uments. According to D. Tarasenko (2025), reducing the
burden on employees, reducing the likelihood of errors,
improving the efficiency of management processes can be
achieved by introducing artificial intelligence technologies
for automatic classification, processing and redirection
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of documents, and for predicting the necessary actions
based on data analysis. In particular, creating an ecosys-
tem where data authenticity, consent, confidentiality, le-
gality, and relevance are considered and managed holis-
tically requires a unified data origin structure. In addition,
the blockchain is a promising mechanism for creating
immutable records of the origin of electronic documents.
Registration of the document hash in a decentralised
registry provides verified confirmation of its creation
and integrity. Changes to the document automatical-
ly change the hash, making forgery or unauthorised
modification virtually impossible. According to ISO/TC
307:2016 (2016), blockchain solution standards recom-
mend their use in authentication chains, especially in
government document management and legal registers.
According to scientific research by D. Tarasenko (2025), it
is blockchain technologies that can significantly increase
the security and transparency of electronic document
management, especially when working with important
documents and transactions. The technology provides
immutability and the ability to track changes in docu-
ments, which increases the level of trust in such systems.

Ukrainian legislation and international standards
on the regulation of authentication, integrity
and origin of electronic data
In Ukraine, the authenticity of electronic documents is en-
sured primarily through a qualified electronic signature
and digital trust services. The Law of Ukraine No. 2155-
VIII (2017) defines authentication as “an electronic pro-
cess that allows verifying the electronic identification of
an individual or legal entity and/or the origin and integ-
rity of electronic data”. The Law stipulates that a qualified
electronic signature has the same legal validity as a per-
sonal signature, and has the presumption of compliance
with a handwritten one. It is created based on a qualified
certificate and issued by accredited trust centres under
the supervision of the National Cybersecurity Agency. Ad-
ditionally, the law provides for an electronic seal of a legal
entity and an electronic time stamp for recording the mo-
ment of signing. In addition, the law states that electron-
ic documents with QES cannot be declared invalid only
because of the electronic format. Another Law of Ukraine
No. 851-IV (2003) details the general requirements for
electronic documents (structural details), noting that a
document is considered legally significant if there is an
electronic signature confirming its authenticity. S.V. Hu-
bariev & 0.0. Loviak (2022) noted that when using an
electronic digital signature, a high level of security, data
protection, and document authenticity is guaranteed. The
research by M.V. Parasiuk (2025) also confirmed that the
national legislation establishes the legal status and legal
force of an electronic document, but there is no manda-
tory condition for identifying an electronic document as a
means of proof — an electronic signature.

According to S.V. Hubariev & O.O. Loviak (2022), an
electronic digital signature functions as a comprehensive

N

cryptographic mechanism that combines encryption,
hashing, and the use of a public key certificate. Encryp-
tion involves applying a special algorithm to an electron-
ic message that converts it into an encoded form and
makes it impossible to get acquainted with the content
without the appropriate access key. Hashing consists of
converting an array of data of any length into a fixed-size
bit sequence, which allows quickly comparing data and
checking its integrity during signature formation and
verification. A public key certificate, in turn, is an elec-
tronic document that certifies the connection between
the public key and a specific entity, contains information
about the issuer of the signature, the validity period of
the certificate and its purpose. These elements are im-
plemented as interrelated components of an automat-
ed process in the process of integrating an electronic
digital signature into electronic document management
systems. When creating a document in the EDM, the sys-
tem generates a hash function of the file, after which the
signer imposes a signature using its private key, and the
public key along with the certificate is added to the doc-
ument structure or checked through an external service.
For example, in corporate internal document approval
systems, signing is carried out through integrated cryp-
tographic modules that automatically check the validity
of the certificate in the registry and record the times-
tamp. If changes are made to the document after sign-
ing, the hash value changes, which allows the system to
immediately detect integrity violations.

In general, the legal regulation of the authenticity of
electronic documents in Ukraine is based on a clearly de-
fined system of electronic identification and trust services,
the central element of which is a qualified electronic sig-
nature as a legally significant means of confirming the or-
igin, integrity, and authorship of electronic data. National
legislation ensures the legal equality of electronic and pa-
per documents, establishes the presumption of QES reli-
ability, and forms a high level of cryptographic protection
through encryption, hashing, and key certification mecha-
nisms. Simultaneously, the existing authentication model
is primarily focused on confirming the will of the subject,
and not on comprehensive verification of the origin and
life cycle of digital content. At the international level, the
authenticity of electronic documents is ensured by stand-
ards and regulations. The Regulation (EU) No. 910/2014
of the European Parliament and of the Council (2014)
forms uniform rules for qualified electronic trust servic-
es, in particular, defines the legal equivalence of a QES
with a handwritten signature and creates a single list of
trusted providers at the level of the European Union. Ac-
cording to the provisions of the regulations, an improved
electronic signature must be uniquely associated with the
signatory, provide the possibility of its identification, be
created using data for generating an electronic signature
that is under the exclusive control of the signatory, and be
linked to the signed data in such a way that any further
changes can be recorded and identified.
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A common feature in the Ukrainian and European
approaches is that an electronic signature is considered
not as a separate physical object, but as an integral part
of an electronic document or transaction, which guar-
antees the authenticity of the signatory and their will.
The essence of an electronic signature is to establish and
confirm a person in a digital environment and give their
actions legal force. In other words, an electronic signa-
ture serves as an element of digital identity, giving the
signer a trusted status in digital transactions. As noted by
I. Khomych et al. (2025), the electronic signature appears
as one of the key components of this system: it provides
authentication (identification), data integrity (guarantee
of document immutability), and non-repudiation (ina-
bility to deny its authorship). In particular, through the
use of cryptographic methods, an electronic signature
guarantees authenticity (the ability to verify the identity
of the signer) and the integrity of electronic documents
(control of data immutability after signing).

An important initiative to ensure the authenticity
and integrity of digital content is the Coalition for Con-
tent Provenance and Authenticity (2024), which offers a
cryptographically secure chain of origin model that cap-
tures information about the creation, editing, and pub-
lication of digital materials in the form of metadata that
can be verified. This creates a technical basis for distin-
guishing authentic electronic documents from syntheti-
cally generated or manipulated content. It is worth not-
ing that the C2PA (Coalition for Content Provenance and
Authenticity) specification has no direct legal force, its
implementation is consistent with contemporary regula-
tory approaches to the responsible use of artificial intel-
ligence and complements international standards in the
field of electronic identification and management of Al.

The European Telecommunications Standards Insti-
tute (ETSI), the International Organization for Standardi-
zation (ISO) and the International Electrotechnical Com-
mission (IEC) cover the formatting and verification of

Regulatory and legal frameworks and standardisation of mechanisms...

electronic signatures, seals, and timestamps. For exam-
ple, ISO/IEC 20248:2022 (2022) define a digital signature
scheme in barcodes to verify data, and a number of ISO
standards describe digital watermark techniques. The
ISO/IEC 20248:2022 (2022) standard is particularly rele-
vant as a tool for institutional risk management related
to the use of artificial intelligence systems. The spread of
generative models significantly complicates the identifi-
cation of the origin, integrity, and reliability of electron-
ic documents, which increases the need for formalised
mechanisms for controlling the creation, modification,
and use of digital content. ISO/IEC 42001:2023 (2023)
sets out requirements for the system management of Al
application processes, including the definition of respon-
sibility, documentation of decisions, data management
and transparency, which creates the organisational basis
for the implementation of technical authentication stand-
ards. In conjunction with ISO/IEC 20248:2022 (2022), the
standard forms a holistic system of regulatory support
for the authenticity of electronic documents in accord-
ance with the risks posed by Al systems.

Another important regulation governing mecha-
nisms for the protection of electronic documents is the
Framework Convention on Artificial Intelligence (Council
of Europe, n.d.b), which sets out the principles for the
safe implementation of Al — human dignity, transpar-
ency, non-discrimination. Also adopted is the European
Parliament (2023) Artificial Intelligence Act, which intro-
duces the obligation to label Al content. The legislation
on digital services requires platforms to intensively mon-
itor and identify manipulative content. Furthermore, UN-
ESCO and OECD are developing ethical guidelines and
calling for international cooperation in the fight against
disinformation. Despite the activities of ISO, ETSI, and
C2PA, there is no single international standard that
would regulate the authentication of content created or
modified using artificial intelligence. The available ap-
proaches are mostly fragmentary (Table 1).

Table 1. Approaches to content authentication in the context of artificial intelligence development
and their application in electronic document management

(QES). Does not cover content created by Al.

Approach / A TR .
Standard Description Application in electronic document management
European regulation on the authentication of electronic Used to verify the authenticity of electronic signatures,
: h o L but does not consider the possibility of manipulating
elDAS documents, in particular a qualified electronic signature

Al-generated data, which can be a problem in the context
of their growth.

ISO/IEC 42001

International standard of the artificial intelligence
management system, which sets requirements for risk
management, transparency, accountability, and control of
the use of Al in organisations. Focused on the institutional
level of management of the processes of creating
and using Al systems.

Used for developing internal policies regarding the use of
generative tools in the preparation of documents, fixing
the source of content creation, and managing the risks
of synthetic falsification. It does not provide automated
recording of the modification history in EDM, but only

forms general requirements for risk management.

C2PA

Technical specification that provides for cryptographically
secure recording of metadata about the creation, editing,
and publication of digital content (provenance data).
Provides traceability of the chain of changes
and the source of file origin.

Creates a technical basis for labelling content, but does
not yet have legal recognition in most countries. Does not
address the issue of authenticity in the absence
or intentional deletion of metadata, nor does it cover
the organisational context of using the document.

Source: Regulation (EU) No. 910/2014 of the European Parliament and of the Council (2014), ISO/IEC 42001:2023 (2023),

Coalition for Content Provenance and Authenticity (2024)
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Such a regulatory gap allows taking comprehensive
responsibility for distributing forged documents created
with the help of Al. For example, even if the generated
content contains false data, there are no direct provi-
sions in the current Ukrainian and European law regard-
ing its labelling or prohibition of distribution without ap-
propriate designations. This creates serious legal risks, as
users and organisations cannot be sure of the legal puri-
ty of such materials and their responsibility for their use.

Information analytics as an integrative component
of the contemporary electronic document
audit architecture
Information analytics is gradually becoming the basis for
security management in the digital content generation
environment, including in electronic document manage-
ment systems. It is an important component of the elec-
tronic document authentication architecture that links
technical solutions (cryptography, digital signatures),
regulatory requirements, and organisational processes
(access policies, auditing, and risk management). In addi-
tion, analytics helps to establish the authenticity of con-
tent, track the origin of data, and counteract malicious
use of generative Al. It is the information and analytical
modules in the EDM that perform automated processing
of event logs, metadata, and various versions of the doc-
ument. The system compares timestamps, editing his-
tory, approval routes, and digital certificate statuses to
identify discrepancies between the declared document
creation procedure and actual user actions. For exam-
ple, if a document was signed with a qualified electronic
signature, but previously unauthorised interference or
an unregulated version change was recorded, the ana-
lytical system generates an increased risk signal. This is
consistent with the opinion of N. Zozulya et al. (2025),
who considered information and analytical activities as
the integration of algorithmic monitoring, anomaly anal-
ysis, and digital trace assessment into management pro-
cesses. The researchers suggest that the use of analytical
technologies enhances the ability of EDMs to identify the
risks of digital content manipulation in a timely manner.
According to the generalisation by T. Kumarage et
al. (2024), detection systems can analyse the statistical,
stylistic, and structural features of a text to determine the
probability of its machine origin. Integration of such al-
gorithms into EDM allows evaluating the content of the
document along with checking the signature and hash
values. If, for example, in a corporate system, internal
regulations provide for limited use of generative tools
for creating service documents, the analytical module
can compare the linguistic characteristics of a new doc-
ument with the author’s previous materials and identify
atypical patterns. In this case, authenticity is considered
not only as confirmation of the identity of the signatory,
but also as compliance of the content with the estab-
lished policies of the organisation. As noted by O. Fe-
doruk (2024), contemporary EDMs require integrated

g

event monitoring mechanisms that allow detecting
anomalies in document access, editing, and routing.
Analytics modules process event logs, analyse atypical
signing time intervals, repetitive operation patterns, or
uncharacteristic user activity. The system can automati-
cally record attempts at mass signing of the same type,
non-regulatory version changes, or abnormal file move-
ment between structural divisions. In other words, au-
thenticity is evaluated not only through the validity of an
electronic signature, but also through the compliance of
the subject’s behaviour with a typical business process
model. As noted by V. Savchuk & V. Derii (2023), ana-
lytical mechanisms not only record events and technical
parameters of documents, but also form an information
basis for risk assessment, monitoring compliance with
procedures, and ensuring the reliability of management
decisions. D. Liudvenko et al. (2023) emphasised that
the information security of EDM should be based on the
principles of comprehensive control of the document
life cycle. Analytics allows tracking the origin of data
by comparing versions, creation times, software tools
used, and changes in the file structure. If, for example,
a service document passes the approval procedure, the
analytical system analyses the logic of the sequence of
actions. If a sequence break or misalignment of times-
tamps is detected, a risk signal is generated that allows
reconstructing the context of document creation and
determine whether a hidden modification occurred be-
fore the final signing.

According to the European Union Agency for Cy-
bersecurity (2023), there is an increase in cases of using
generative models to create fake business documents
and phishing materials. In such circumstances, only
formal verification of the electronic signature does not
guarantee the accuracy of the document content. An-
alytics allows performing correlation analysis of user
behaviour, signing frequency, atypical time intervals, or
mass operations of the same type, which may indicate
automated or malicious use of credentials. These risks
are confirmed by the results of the study by J. Zhou et
al. (2023). The researchers prove that synthetic content
created by contemporary generative models is charac-
terised by a high level of logical consistency and stylistic
plausibility, which significantly complicates its identifica-
tion as automatically generated. However, algorithmic
detection systems show limited stability in the case of
adaptive models, while human confidence assessment
often depends on cognitive biases and the context of
perception. P. Perapu (2025) suggests that contemporary
analytical technologies use machine learning and be-
havioural analysis to collect and correlate data from var-
ious sources to detect anomalies and threats in a timely
manner. Such tools allow correlating data with various
security systems and cloud services to detect complex
attacks, and speed up the localisation of threats by de-
tecting atypical user behaviour and changes in traffic. In
addition, according to the researcher, information and
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analytical technologies control complex document trans-
fer routes, data duplication, or attempts to export files
without authorisation through integration interfaces.

In addition, information analytics combines artificial
intelligence, digital expertise, and other tools to verify
the authenticity of content. According to T. Kumarage et
al. (2024), analytical platforms use machine learning al-
gorithms to distinguish Al-generated text from human
text. Such systems detect characteristic patterns, inac-
curacies, or biases in Al and can estimate the probability
of content generation by artificial intelligence. In gen-
eral, analytical products combine multi-level analysis
of visual, audio, and file features to create detailed re-
ports with evidence of content manipulation. Combining
these methods with the use of blockchain trails, digital
signatures, and a well-established audit procedure can
significantly reduce the risks of fraud. Thus, informa-
tion analytics in audit systems of electronic documents
acts as an integrative component that combines legal
requirements, technical means of protection and proce-
dural control mechanisms. Its application allows com-
prehensively assessing not only the formal validity of
an electronic signature, but also the context of creating,
processing, and using a document. The analysis of be-
havioural, structural, and content characteristics of dig-
ital objects ensures timely detection of anomalies and
potential risks of falsification.

The results of the study showed that the convention-
al model of ensuring the authenticity of electronic doc-
uments, which is based mainly on the use of qualified
electronic signatures, cryptographic hashing and key cer-
tification, in the context of the spread of generative ar-
tificial intelligence systems, is insufficient to comprehen-
sively counteract modern forms of falsification of digital
content. In contrast to the classical paradigm focused on
confirming the will of the subject and the integrity of the
document, the approach proposed in the study provid-
ed for the integration of the information and analytical
component as an independent level of verification. The
conclusions obtained are partially consistent with I. Kh-
omych et al. (2025), who viewed an electronic signature
as an element of digital identity and emphasised its fun-
damental role in building trust in electronic transactions.
The researchers emphasised that cryptographic mecha-
nisms guarantee the authenticity of the signer and the in-
tegrity of the document. The researchers focused mainly
on the legal and technical aspects of electronic signa-
ture as an identification tool, while the problem of ana-
lysing synthetic content created by Al remained out of
consideration. The results of this study expand their best
practices, as they demonstrate the need to supplement
cryptographic verification with analytical procedures for
detecting signs of automated generation.

The problem of changing the nature of authentici-
ty in the context of the new phase of business digital-
isation was conceptually explored by C.L. Pedersen &
T. Ritter (2024). The researchers argued that in the fifth
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phase of digitalisation, authenticity is increasingly deter-
mined by perceptual characteristics, rather than actual
compliance with reality. The main provisions of their sci-
entific research confirm the results obtained in the study,
according to which generative models create content
with a high level of “pseudo-authenticity”, which makes
it difficult to distinguish it from the original sources.
Of particular significance is the study by S. Longpre et
al. (2024), in which the researchers identified a system-
ic crisis regarding the authenticity, consent, and prove-
nance of data in the field of Al. They argued that the lack
of a transparent mechanism for recording, storing, and
verifying information about the origin of a digital ob-
ject undermines confidence in the results of algorithmic
processing. The results of the study are consistent with
the opinion of the authors, specify it, and also prove the
feasibility of implementing mechanisms for fixing the
chain of document creation and editing as a mandatory
element of EDM.

The technical aspects of confirming the origin of dig-
ital content were developed in detail by the Coalition for
Content Provenance and Authenticity (2024), which pro-
posed a specification for a cryptographically secure meta-
data chain. It was established that the proposed standard
forms an important technological basis for documenting
the history of content creation. However, unlike C2PA,
where the emphasis is mainly on technical implementa-
tion, this paper proves the need for regulatory integra-
tion of such mechanisms, since without legal recognition,
data on the origin of a digital object, the conditions for
its creation, authorship, time parameters, and the history
of modifications do not acquire proper evidentiary value.
A similar conceptual approach to the representation of
secure generative Al was proposed by J. Collomosse &
A. Parsons (2024), who formulated a model of the three
pillars — origin, transparency, and fairness. The results ob-
tained confirmed the importance of these components,
but supplemented them with an element of information
analytics as a system integrator between legal and tech-
nical components. Questions of algorithmic detection of
Al-generated text were systematised by T. Kumarage et
al. (2024), who reviewed methods for detecting and at-
tributing machine-generated content. Their results indi-
cate the limited stability of modern detectors in the case
of adaptive generation models. This confirms the thesis
of the current study that it is impossible to rely solely
on technical detection as a universal authentication tool.
The technical side of the problem of synthetic media
was analysed by Y. Mirsky & W. Lee (2021), who proved
the continuous improvement of deepfake technologies
and the complexity of their reliable detection. The re-
sults obtained confirm their opinion on the escalation
of the technological confrontation between generation
and detection. A report by the European Union Agency
for Cybersecurity (2023) showed an increase in the num-
ber of attacks using generative models to create fake
documents and phishing materials. These data confirmed
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the empirical validity of the study’s conclusions about the
need to move from a reactive to a preventive approach in
the field of authentication.

Thus, contemporary research mostly considers the
problem either from the technical or legal side. But the
results of this study consist in the synthesis of these ap-
proaches through the inclusion of information analytics
as an integrative component of the system for ensuring
the authenticity of electronic documents. The proposed
model allows moving from fragmented solutions to a
comprehensive risk management system that considers
legal norms, technical standards, and algorithmic mech-
anisms for detecting synthetic content.

# Conclusions

In the context of the rapid spread of generative con-
tent created by artificial intelligence systems, the issue
of ensuring the authenticity and reliability of electronic
documents is becoming of strategic importance. Given
the growing risk of falsified documents, forged electron-
ic signatures, and synthetic text and graphic materials,
several advanced technological solutions are used in the
current practice, which form the basis of digital trust. The
electronic signature remains a key tool for verifying the
authenticity of documents in a digital environment. The
use of cryptographic algorithms based on the public key
ensures the integrity, inevitability, and legal significance
of electronic documents. Ukrainian legislation on the au-
thenticity of electronic documents is based on a combi-
nation of QES and trust services, which corresponds to
EU approaches. However, insufficient regulation of the
legal aspects of the use of generative technologies and
the lack of unified technical standards for digital authen-
tication create significant risks for national security, per-
sonal data protection, and the functioning of electronic
document management. The growing number of cases
of using generative Al for destructive purposes, such
as creating fake materials or imposing fake electronic
signatures, requires the urgent introduction of compre-
hensive legal, technical, and ethical control mechanisms.
Solving this problem is a key factor in building trust in
digital communications, ensuring cybersecurity, and
protecting the information space as a whole.
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Information and analytical support becomes a key
component of monitoring the work of dangerous and
potentially risky Al technologies, as it provides an op-
portunity to form transparent mechanisms for moni-
toring, auditing, forecasting, and making managerial
decisions. Thus, the integration of information analytics
with the processes of evaluating and regulating artificial
intelligence is a necessary condition for ensuring infor-
mation security, the reliability of electronic documents,
and the stability of society to manipulative influences.
The development of generative Al puts forward new
requirements: countries around the world, including
Ukraine, are guided by global standards for labelling and
verifying content. That is why it is advisable to strength-
en participation in international initiatives, such as the
Council of Europe, International Organization for Stand-
ardization, International Electrotechnical Commission,
Institute of Electrical and Electronics Engineers, in order
to update the national regulatory framework in a timely
manner in accordance with global trends.

Thus, ensuring the authenticity of electronic docu-
ments in the era of generative content should be based
on an integrated approach that combines reliable legal
norms, technical standards, and adaptive verification
mechanisms. The introduction of QES, electronic times-
tamps, and blockchain, combined with the harmonisa-
tion of national legislation and international acts, creates
the basis for maintaining trust in digital processes and
effectively countering information manipulation in the
age of artificial intelligence. Future research will focus on
developing a methodology for the automated verifica-
tion of the origin and authenticity of generative content,
and on exploring the potential of Al for detecting forged
or synthetic documents.
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AHoTaLifA. AKTyalbHICTb JOCTIAXKEHHS 3yMOB/EHA 3POCTaHHAM PU3MKIB danbcudikaLii LMPPOBUX AOKYMEHTIB,
niapobAeHHA eNEKTPOHHMX NIANNCIB, MaHiNyAaLiiMeTagaHMMM Ta NOLWNPEHHA CUHTETUUYHOTO KOHTEHTY, AKMUI NiAMIHAE
3MICT aBTEHTUUYHMX Axxepen. MeToto focigxeHHa 6yno BU3HaYeHHA TeopeTNUHMX 3acad POPMYyBaHHA KOMMIEKCHOT
CUCTEMM 3aXMCTy ENeKTPOHHMX AOKYMEHTIB, WO MOEAHYE HOPMATMBHO-MPAaBOBI, TEXHiYHI Ta iHdopMaLinHO-
aHaNTU4YHi MexaHi3MK BepudikaLlii, B yMOBaX 3pOCTaHHA PU3MKIB MOTEHLIMHO AecTabinisytoumnx BMAMBIB CUCTEM
WITYYHOrO iHTeNeKTy. Y cTaTTi pOo3rNfaHyTO HOPMaTMBHO-MPAaBOBI 3acaju, MIAXOAW Ta MexaHi3mMu 3abe3neveHHs
aBTEHTUYHOCTI e1IeKTPOHHWX JOKYMEHTIB B YMOBaX CTPIMKOrO PO3BUTKY KOHTEHTY, AKWUI FeHepyoTb 3a JONMOMOroro
CUCTEM LUTYYHOTO iHTeneKTy. byno npoaHanizoBaHO YMHHe 3aKOHOAABCTBO YKpaiHu y chepi eNeKTPOHHMX A0BipUMNX
nocayr Ta JOKYMeHTOObiry, a TakoX MixHapoaHi ctaHgapTu elDAS, ETSI, ISO/IEC, C2PA, ski peryntotoTb NUTaHHA
aBTeHTM®IKaLii, LiNiCHOCTI Ta MOXOAXEHHS eNEeKTPOHHUX AaHuX. 3'ACOBaHO OCOBJAMBOCTI Cy4aCHWX TEXHOJOTIN
aBTeHTU®iKaLi, 30kpema kBanipiKoBaHOrO eleKTPOHHOTO MIAMNCY, eNeKTPOHHOI neyaTku, 610K4YenHy, LMppoBmnx
BOAAHMX 3HaKiB, KpMNTOrpadiuHMX XeLiB i MexaHi3miB ¢ikcaLii NOXOAXEeHHA KOHTeHTy. BusHauyeHo cneumdiky
BIMJIMBY reHepaTUBHOIO KOHTEHTY Ha CTBOPEHHSA PeKOBMX AOKYMEHTIB, CUHTETUYHUX Mejia Ta Ae3iHPopMaLLinHmX
kamnaHin. CxapakTepn3oBaHO 0COBAMBOCTI iIHPOPMALLINHOT aHaNiTUKN AK ePEeKTUBHOIO IHCTPYMEHTY BUABJIEHHS,
OLiHIOBaHHA Ta MiHiMI3aLii pu3ukiB, Aki be3nocepesHbO NOB'A3aHi 3 BUKOPUCTAHHAM TE€HEPaTUBHOTO KOHTEHTY
B e/NIeKTPOHHMX AokymeHTax. OBrpyHTOBaHO, Lo iHGOpPMaLiNHO-aHaNITUUYHI MEeTOAN AO3BONAIOTb 3AiMCHIOBATU
6araTopiBHEBMWI ayAnT NMOXOAXKEHHSA AaHWX, aHani3 MeTajaHuy, ideHTudiKkaLito 03HaK aBTOMAaTM30BaHOI reHepadii
Ta MPOrHO3yBaHHSA 3arpo3 Ans cMcTeM LMdPOBOI AOBIpW. 3aNPONOHOBaHO PO3raaaaTv iHGOpMaLiiHy aHaniTUKy aK
iHTerpaTMBHMI KOMMOHEHT Cy4acHOI apXiTeKTypu aBTeHTUdIKaLLT eNeKTPOHHUX AOKYMEHTIB, WO NOEAHYE NPaBOBI,
TeXHIYHI Ta opraHisaLiiHi MexaHi3mu 3abe3nedeHHs 3axucTy iHGopmaLii B ymoBax LUUGPOBMX 3MiH. [TpakTnuHe
3HaYeHHA AOCNIAXEHHA MOAAra€ B MOXJIMBOCTI BMKOPWUCTaHHA pe3y/bTaTiB AN BNPOBaXeHHA KOMMAEKCHOro
niaxoay Ao aBTeHTMdiKaLii AaHWUX Y cMcTeMax eNeKTPOHHOro JokyMeHToobiry. Kpim Toro, 3anponoHoBaHi nigxoam
A0 aHani3y NOXOAXEHHA KOHTEHTY, MeTaZjlaHX | O3HaK reHepaTUBHOT 06POBOKM YMOXIIMBAIOIOTL CTBOPEHHSA CUCTEM
MOHITOPUHIY Ta ayAuUTy eNeKTPOHHMX AOKYMEHTIB 3 MeTON BUABAEHHA PanbCcudikalii, CUHTETUYHNX MaTepianis i
MaHinyaTUBHOIO KOHTEHTY

KnrouoBi cnoBa: 3axuct iHpopmallii; kBanidikoBaHWUIA eNeKTPOHHWI NiANWC MeTaAaHi; CUCTEMMU LUTYYHOTO iHTeNeKTY;
CTaHAapTu3auis; iHbopmaLiiiHa aHaniTuka
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